Webinar:
Agile Design Controls Part 3




Aaron Joseph
Principal Consultant — Sunstone Pilot, Inc.

e 20+ years medical device development over a wide range of products:

 surgical robotics systems, digital x-ray fluoroscopy system, drug inhaler devices, robotic catheter
system, x-ray catheter for brachytherapy, laser eye surgery system, heart-lung bypass machine,
and multiple wearable/IOT devices

* Assist clients with all aspects of design controls: risk management, requirements
management, V&YV testing, refining design controls procedures, and training R&D
staff

* Avid promoter of lean and agile methods for medical device development
* BSEE - Rice University and MS Bioengineering - University of Washington
* Based in Silicon Valley



Arnaud Alberts

Growth Manager — Matrix Requirements GmbH

* Helping medical device companies to build their device in an agile way facilitating
the management, the documentation and the certification of their product with
Matrix Requirements applications.

* QA engineer and Product Management in a Startup Medical Device company
* Hardware + software class 2 Medical Device
* Building the QA system for market introduction
* Validation, Risk assessment and testing
* Product enhancement, releases, documentation

* M.Sc. Bio-Engineering — ULB Brussels
e Based in Brussels - Belgium
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Wolfgang Huber

Co-Founder - Matrix Requirements GmbH

* Founder Matrix Requirements

* 15+ years managing medical device development
* 10+ years developing version control and document management systems
* 30 years experience professional software development

 Early adaptor of agile methodologies

M.Sc. Computer Science — Karlsruhe University
e Based in Munich, Germany | | Beziers, France
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Shortcomings of traditional V&V testing on paper
Structuring requirements and testing for V&V
Test management with Matrix ALM and Jira
Example change scenario and re-testing
Computer system validation
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V&YV Testing Challenges

* Highly technical and process intensive (cross-functional
synchronization)

* Modern, software-intensive medical devices make V&V
even more difficult:
e Greater complexity
* More software components
* More changes late in development and after product launch

Design Verification:
Show that design outputs conform to design inputs
Test against design requirements
“Did we make the device right?”
Design Validation:
Show that design meets user needs
Clinical testing or simulated clinical usage
“Did we make the right device?”
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Traditional V&V Testing on Paper

Paper is difficult!

Shortcomings:
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Test Report Generated by a Test Management Tool

XTC-15 Patient ECG recording (VAL-3)

m
o

admin

2019/04/11

automatic - was 'failed' when last saved

sSuU
Jl- PROJX-189 Face Watch ECG Monitoring ~ §$

E CASE STEPS

Action Result Expected Result

1 Record ECG data 8 ob 10 Users record data, as

described in the manual

2 Find Remote Arrhythmia Data 8 ob 10 Users find data in app on
phone
8 ob 10 Users understand data

correctly

3 Understand Data
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Passed/Failed

@ filed
' passed
W@ passed

Comment

PROJX-189 only 7 of 10 users
managed to start recording
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m Test Summary Report
CLOUDS3: MedWatch V&V Demo e,
(MedWatchWV) Date: 2019/04/26 09:06:23

REQUIF ) pocument: 002 (0000) Page: 1/2
1. AuDIT TRAIL

ECO# Version Change Description Change Date

A Test Run due to Change CHANGES-3

2. SIGNATURES

Signature Name Title Date Signature

Meaning

Author automated QA 2019/04/26 | sign-p146-i50440-b20190426080301978

test user Engineer
Approver | Wolfgang RA/QA 2019/04/26 L K\ sign-
Huber Manager pus-usouo-bzomoazsosousass
3. PURPOSE
Purpose of the summary report document
| ;X 4, SCOPE
Scope of the document
5. REFERENCES AND APPLICABLE DOCUMENTS
Sunstone Pilot, 8




New Way: Product Documentation Stored as Objects

Documents are groupings of DHF elements

Product Reqts

Risk Analysis

Revision control per document and
per element

/

Text of requirement

\

PR1020: System shall provide ... .

\\

Attributes (status, etc.)/

SW Requirements  SW Test Protocol SW Test Report

I

Dynamic management of product data
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Example Connected Medical Device

* Wearable device + mobile app + cloud
e Heart monitor (including analysis of other patient data)

* Distributed architecture with multiple software platforms

‘\\_/\./\—/x

Data analysis and storage on

: cloud platform
Firmware on

watch Mobile app on
smart phone
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V-Model integrated in Matrix tree

Hardware and Software

_ » MREQ > ~ | Search ® Q-
Marketing requirements Validation
ITC

T, Project, Reports & Controlled Documents
System Requirements - - Htegration / System Tests - DI Design Input and Validation
- 8YS  System Requirement and System Verification
W - DO Design Output and Unit Testing
- RISK Risks
 XTC  Testing
- [CHANGES Changes|

( SPEC )-{ uTC
Hardware/software Specifications

Unit tests

This configuration adds one layer of design input for hardware and software specification and distinguishes between unit tests and
integrations tests.
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V-Model integrated in Matrix tree

‘,Matrix

v|s ® Q-

Project, Reports & Controlled Documents
+ DI

4« MREQ

Design Input and Validation
Marketing Requirements
.| MREQ-1 Intended Use
MREQ General Requirements
4« MREQ ECG Monitor Functions
|_||MREQ-4 Remote Arrhythmia Data
|| MREQ-5 Unobtrusiveness
|| MREQ-6 14 Day Data
| MREQ-7 Red/orange color
|| MREQ-8 Adult Use
|| MREQ-9 Pediatric use
|| MREQ-10 Neonatal use
EQ Blood Pressure Functions
EQ Thermometer Functions
AL Validation Tests
SYS
DO Design Output and Unit Testing
RISK Risks
XTC Testing
CHANGES Changes

System Requirement and System Verification

2.2.184.14365

MedWatchVvV ~ matrixadmin v
MREQ-4 Remote Arrhythmia Data A b O ]
Hardware and Software
The prescribing doctor needs to obtain data from the patient outside of the office.
MREQ > VAL
Marketing requirements Validation

« VAL-3 Patient ECG recording

« VAL-4 Doct G Reporting S
« SREQ-5 T e an ECG app for smartphones <
« SREQ-10 Theres === — T

Create System Requirements

System Requirements [tegration / System Tests

\ware/software Specifications Unit tests

S

This configuration adds one layer of design input for hardware and software specification and distinguishes between unit tests and

Create Validation Tests  Select Existing integrations tests.

Cancel Save
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V-Model integrated in Matrix tree

v Matrix

MedWatchvV ~ matrixadmin ~

v S ® Q- A & | O @

Project, Reports & Controlled Documents
s DI Design Input and Validation
. MREQ  Markeing Requrements Hardware and Software
|| MREQ-1 Intended Use
MREQ General Requirements
4 MREQ ECG Monitor Functions
| MREQ-4 Remote Arrhythmia Data
|| MREQ-5 Unobtrusiveness
|| MREQ-6 14 Day Data
|| MREQ-7 Red/orange color .
System Requirements
|| MREQ-8 Adult Use
|| MREQ-9 Pediatric use
.| MREQ-10 Neonatal use

Validation

Itegration / System Tests

E Blood Pressure Functions

MREQ Hardware/software Specificati Unit tests
MREQ Thermometer Functions

AL Validation Tests « ITC-3 Integration Test ECG App 5

4 SYS  System Requirement and System Verification . SPEC-25 Watch
4 SREQ System Requirements » SPEC-26 Watch
SREQ Introduction * SPEC-27 Watch ECG Re guration adds one layer of design input for hardware and software specification and distinguishes between unit tests and

SREQ  Maintenance Requirements Create Hardware/Software Specifications Create Integration / System Tests integrations tests.
SREQ Regulatory Requirements
SREQ Risk Controls
4 SREQ User Requirements
|| SREQ-5 There shall be an ECG app for sma
|_|| SREQ-10 There shall be a ECG recording A
| SREQ-1 Transportation
|| SREQ-2 Self Contained power
|| SREQ-3 Body worn
|| SREQ-4 Number of spots
|| SREQ-6 The monitoring HW shall be connec
|| SREQ-7 14 day data storage
ITC Integration / System Tests

2.2.184.14365

Cancel Save
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V-Model integrated in Matrix tree

v Matrix

MedWatchvV ~ matrixadmin ~

> ® Q- | SPEC-26 Watch ECG Recording Function »~ o5 o i}
|_| MREQ-7 Red/orange color
|| MREQ-8 Adult Use
.| MREQ-9 Pediatric use
|| MREQ-10 Neonatal use Once the ECG app on the waich is started the user
Blood Pressure Functions record button
1 Thermometer Functions
AL Validation Tests
s SYS System Requirement and System Verification
4 SREQ System Requirements
SREQ Introduction
SREQ Maintenance Requirements
SREQ Regulatory Requirements
SREQ Risk Controls
4 SREQ User Requirements
|_| SREQ-5 There shall be an ECG app for sma
|| SREQ-10 There shall be a ECG recording A
|| SREQ-1 Transportation
|| SREQ-2 Self Contained power
|| SREQ-3 Body worn Create Unit Tests Select Existing
|| SREQ-4 Number of spots
|| SREQ-6 The monitoring HW shall be connec
|| SREQ-7 14 day data storage
ITC Integration / System Tests
s DO Design Output and Unit Testing
4 SPEC Hardware/Software Specifications
4 SPEC SW

Hardware and Software

able to start a recording by |

MREQ ’ VAL

Marketing requirements Validation

In order to start recording the user needs to tab the red point.

| SREQ —_— |

System Requireme [tegration / System Tests

Hardware/software Specifications Unit tests

« UTC-3 Watch ECG Recording Procedure Test  $S
« UTC- ify recorded ECG data is correct  $S

This configuration adds one layer of design input for hardware and software specification and distinguishes between unit tests and
integrations tests.

SPEC  App
SPEC Core Data Functions
4 SPEC  Watch

4 SPEC ECG
|| SPEC-25 Watch ECG App Launcher
||| SPEC-26 Watch ECG Recording Funct

2.2.184.14365

Cancel Save
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V-Model integrated in Matrix tree

References of 'MREQ-4'

Hardware and Software

Select

Marketing requirements Validation

MREQ-4

System Requirements ltegration / System Tests

Select

SREQ-10

Hardware/software Specifications Unit tests

‘ SPEC-25 SPEC-26 SPEC-27

This configuration adds one layer of design input for hardware and software specification and distinguishes between unit tests and
integrations tests.

Close
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Software Trace Matrix  recssimmes

m AUTHOR: Support Matrix Requirements PROJECT: MedWatch V&V Demo
REQUIREMENTS DATE: 2019/04/26 09:12:31 REPORT:  Traceability Report

From\To RISK VAL SREQ ITC SPEC uTc XTC

MREQ-1

. Intended Use
Traceability Report
MREQ-2 Device

This report takes selected items of the reporting type "Design" and verifies the up and downtraces thereof. It shall be
shows all traces for each selected item. transportable

MREQ-3 Device

. shall be
Traceability tables operable
through app
o SPEC-7
Traces and Trace Issues:MREQ Screen ECG
Data o XTC7
From Item To Transfer Integration
there is no system requirement » SPECS TestECG
Screen ECG App (ITC-
MREQ-1 Intended Use there i no use case Recording 3)
Overview e XTC-15
« SREQ-5 o SPEC-10 o UTC-3 Patient
: ) There shall Screen ECG Watch ECG
there is no system requirement o VAL-3 be an ECG Details ECG recording
Patient .
MREQ-2 Device shall be transportable ) ECG app for . ITC3 * SPEC-9 Recording (VAL-3)
IS S No LSe Case MREQ-4 i smartphones ) ECG Procedure o XTC-22
recording Integration .
Remote * SREQ-10 Configuration Test Watch
o VAL-4 Test ECG
i There shall Screen o« UTC-4 ECG
: ) Arrhythmia Data Doctor App
there is no system requirement ECG be a ECG « SPEC-25 Verify Recording
MREQ-3 Device shall be operable Reporlin recording Watch ECG recorded Procedure
through app there is no use case porting App on the App ECG data Test
walch Launcher is correct (UTC-3)
e SPEC-26 o XTC-23
Rule: must have a system requirement Watch ECG Verify
« SREQ-5 There shall be an ECG app for Recording recorded
smartphones Function ECG data
« SREQ-10 There shall be a ECG recording App on » SPEC-27 is correct
MREQ-4 Remote Arrhythmia Data the watch Watch ECG (UTC-4)
Recording
Rule: must have a use case for validation Transfer

« VAL-3 Patient ECG recording
« VAL-4 Doctor ECG Reporting

30-APR-2019 Copyright 2019 | Matrix Requirements GmbH | Sunstone Pilot, Inc. 16



Design Changes with Example Medical Device

o \\‘

\
\

W-/\l//

Data analysis and storage on

: cloud platform
Firmware on P

watch Mobile app on Browser or client app
smart phone on laptop

Change: late in development, the team discovers a problem during usability testing (FAILURE)
- necessitates changes to GUI on watch and smart phone and retesting

\

|
DHF documents >
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Validation Test failed

Matrix MedWatchVV~  matrixadmin ~
-~ i C] i

- ® Q- | XTC-15 Patient ECG recording (VAL-3)
3 Project, Reports & Controlled Documents
DI Design Input and Validation
SYS System Requirement and System Verification
Do Design Output and Unit Testing After setting up the device the user should record an ECG
RISK Risks

4 XTC Testing

XTC Release Candidate 1

4 XTC Release Candidate 2
XTC System and Unit Tests RC 2
4 XTC  Validation Tests Patients 19
_| XTC-11 Unpacking and First Use (VAL-2)

_||XTc-15 Patient ECG recording (VAL-3)

XTC Release Candidate 3 admin -
CHANGES Changes

2019/04/11

automatic - was 'failed' when last saved

X PROJX-189 Face Watch ECG Monitoring  $$

Action Result Expected Result Passed/Failed Comment
1 Record ECG data 8 ob 10 Users record data, as described in the manual ' failed PROJX-189 only 7 of 10 users managed to start
recording
2 Find Remote Arrhythmia Data 8 ob 10 Users find data in app on phone A‘ passed
3 Understand Data 8 ob 10 Users understand data correctly ‘ passed

2.2.184.14365

Sunstone Pilot, Inc.
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SPEC updated, TC verification

-
v M = | tr IX MedwatchVV ~ matrixadmin ~
v @ Q- | CHANGES-3 Face Watch ECG Monitoring - & | O ]
5 Project, Reports & Controlled Documents
DI Design Input and Validation
SYS  System Requirement and System Verification
Do Design Output and Unit Testing Backgrotn:
RISK Risks - Users tend to leave the finger on the heart instead of tabbing it once.
XTC  Testing » This will end the recording immediately before it records enough information
4 CHANGES Changes Change:
4 CHANGES Pre-Release Instead of the heart a record button shall be used:

CHANGES RC 1

CHANGES RC2

4 CHANGES RC3
__ |CHANGES-3 Face Watch ECG Monitoring |

« SPEC-26 \Watch ECG Recording Function £
Create Marketing Requirements Create Validation Tests Create System Requirements Create Hardware/Software Specifications Create Integration / System Tests Create Unit Tests

Select Existing

x PROJX-189 Face Watch ECG Monitoring ~ $5

N

2.2.184.14365 | enter s nment Cancel
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Prepare for new Test Run

Matrix

MedwatchVvV matrixadmin ~

v ® Q- | F-XTC-4 Release Candidate 3 A~ @

|| SPEC-25 Watch ECG App Launcher
|| SPEC-26 Watch ECG Recording Funct
_| SPEC-27 Watch ECG Recording Trans
4 SPEC  Blood Pressure
|| SPEC-28 Blood pressure function 1
SPEC  Pulse
Hardware
|| SPEC-21 hw creation
|| SPEC-20 One Piece of Hardware
_| SPEC-22 new piece of hardware
_| SPEC-23 new hw
4 UTC Unit Tests
4 UTC Sw
|| UTC-1 Test Checksums
| UTC-3 Watch ECG Recording Procedure Te:
|| UTC-4 Verify recorded ECG data is correct
4 UTC HW Create Test Run Folder

|| UTC-2 Firmware Test Bluetooth Protocol
uTC HW+SW

RISK  Risks
4 XTC  Testing
XTC  Release Candidate 1 Create Test Forms

XTC Release Candidate 2

XTC Release Candidate 3
4 CHANGES Changes

4 CHANGES Pre-Release

CHANGES RC1
4 CHANGES RC2

.. CHANGES-2 change

4 CHANGES RC3 m

_| CHANGES-3 Face Watch ECG Monitoring
|| CHANGES-4 Bluetooth detection improveme
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Documentation: V&V Plan

v Matr i X MedWatchVW~  matrixadmin ~

M ® [Q~ | DOC-1 Change Validation Plan A 0O ii]

CRE Project, Reports & Controlled Documents
AUDIT Audit Tools
REP  Reports &
s DOC  Documents &
4 DOC  Testing Plan
_||DOC-1 Change Validation Plan
DOC Testing Report
SIGN  Archived Documents o
DI Design Input and Validation e
SYS System Requirement and System Verification &
DO Design Output and Unit Testing &
RISK Risks
XTC Testing
CHANGES Changes

Download document ~ Ready to Sign / Release &

: s

2.2.184.14365
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Documentation: Summary report

v Matri MedWatchVV~  matrixadmin ~

- ® Q- | DOC-2 Test Summary Report » ® il

e Project, Reports & Controlled Documents
AUDIT Audit Tools
REP  Reporis &
4 DOC  Documents &
2 DOC Testing Plan
] DOC-1 Change Validation Plan
DOC  Testing Report
SIGN  Archived Documents o
DI Design Input and Validation &
SYS  System Requirement and System Verification &
DO Design Output and Unit Testing 7
RISK Risks
XTC  Testing
CHANGES Changes

Download document ~ Ready to Sign / Release | &

I

2.2.184.14365
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Documentation: E-signature

DUTPUT I L LA A
wolfgang Send Mail = + SIGN Signed Documents
/" SIGN Product
e O e select recipients(s) # SIGN Releases
Request Signatures ~ Dow SIGN Release 1.3
SIGN Release 1.4
select recipients(s) SIGN Release 1.5
ki SIGN Release 1.6
SIGN Release 1.7
Please review and sign SIGN-2 SIGN Rel 18
elease 1.
e . SIGN Release 1.9
7~ B I U # A~ =S EE- TI- B- B % @ - X o SIGN Release 1.10
SIGN Release 1.11
Hello
SIGN Release 2.0
please review and sign the following document SIGN-2 Requirement Review Form
2. SIGNATURES
Signature Name Title | Date Signature
Meaning
Reviewer Arnaud gm | 2019/01/04 " @
Alberts A=A 2 sign-p183-i48080-
b20190104163812075
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Computer System Validation

* Validating SW tools used in generating and approving design controls
documentation

* Need to validate system and maintain a validated state
* Compliance with FDA Part 11 for electronic records & electronic signatures

* Relying on SW tool to provide “objective evidence” to demonstrate safe and
effective medical device

* Use risk-based approach to plan the validation

Good guide: AAMI TIR36:2007 Validation of Software for Regulated Processes



Summary

* Paperless V&V:

» Record test results electronically instead of on paper
* SW tools: integrated test mgmt with requirements mgmt

* Highly configurable reporting to generate DHF documents automatically,
including trace matrix

 Electronic signatures and audit trail (FDA Part 11 compliant)
* Integration of testing and defect tracking
* Structured requirements to support rigorous re-testing
* Well-defined procedures for SW configuration and release mgmt



Arnaud Alberts
Wolfgang Huber

Q & A Matrix Requirements GmbH - matrixreg.com

Aaron Joseph

Sunstone Pilot, Inc. - sunstonepilot.com



